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GDPR Hints and Tips for 
Success
Some comments on our experiences 17 
months on from ‘GDPR day’.

Why GDPR?
1. Lawfulness, fairness and 

transparency
2. Purpose limitation & Data 

minimization
3. Accuracy
4. Storage limitation
5. Integrity and confidentiality 

(security)
6. Accountability



1. Clear 
information for 
customers and 
users



2. Allow customers to 
easily manage rights 
under GDPR
Self-service:

• The right to be informed

• The right of access

• The right to rectification

• The right to erasure/to be forgotten

• We also provide access to the DPO.



3. Never forget the flow 
of data

Have oversight of over 3rd parties 
that receive personal data from the 
your solution. 

Suitable control over how 3rd party 
tools are used in your LMS. 

Pre-installed 3rd party tools must be 
under compliant legal agreements, 
either as a sub-processor or 
directly contracted with your 
institution.

Under GDPR you should not let your 
instructors control the flow of students 
personal data into 3rd party 
applications.

Fines and liability are increased under 
GDPR, expect more vigilance from both 
parents and supervising authorities.

Personal data is the new “currency” 
online, and we have a responsibility to 
protect our students from becoming a 
tradeable commodity. 



4. Pro-active vendor 
compliance and 
competence

Ask about what training staff the 
vendors stadd has undergone.

Interview the data protection officer 
or security officer.

Check the data breach process.

Ask for historical security audits.

Ask for statistics on historical security 
incidents.

Interview staff.

Be aware of how your vendors process 
data from your platform.

Actively review standard data 
processing agreements.

Good partners will be ready and willing 
to answer these questions.



5. Test your processes for 
a data breach

Do you have an realistic, actionable and 
appropriate communication plan if 
disaster strikes?

Test and retest your plan. 

Can we alert our data subjects and the 
Data Protection Agency in time?

Are our and our vendors 
security/processes appropriate?

Is our processing well-documented and 
lawful?

Have we minimised the risk for the data 
subjects? Have we minimised the data 
being processed?

Are we making sure we don´t process 
data from former students/employees?



6. Your data practices and 
processes must be 
embedded in daily work
Make data priviacy a living process in 
your organisation.

Train your staff and have data security 
understanding part of onboarding with 
yearly refreshers.

Add data security by design to the 
development process. 

Regular updates from the DPO.

Challenges we addressed in the last 
year:

• Ensuring consultants or part-time 
staff were aware of our data policies.

• Auditing how we handle non-LMS 
custoer data. E.g. Ad hoc Emails from 
customers.

• Making sure local teams following 
the global policies.


