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Blackboard’s Global Data Privacy Program

Data Privacy Program: Global GDPR baseline
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* Submitted to Dutch Data Protection Authority 10 May 2019 – pending authorization
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Global Data Privacy Program – Selected Areas

Client Data Processing Agreement

• Updating our client master agreement and 
DPA with aim to make it globally applicable

• Better reflect common negotiation positions
• Reduce negotiation friction and reduce 

percentage of negotiated DPAs

Binding Corporate Rules (BCRs)

• Strongest EU data transfer mechanism
• Submitted to Dutch Data Protection 

Authority for authorization 10 May 2019
• Evidence of strong data privacy program

DPIA 

• DPIA for Blackboard Data platform in 
progress – will be available for clients

• Cross-functional working group including 
Privacy, Security, Product Management, 
Product Development and Architecture

Audit

• First audit under formal GDPR procedure in 
progress

• Risk-based, focused on key products and key 
areas of client/internal/regulatory concern

• Results reported to Compliance Committee
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Enhanced product privacy information: Blackboard Data

https://help.blackboard.com/Blackboard_Data/Administrator/Personal_Information_in_Blackboard_Data

https://help.blackboard.com/Blackboard_Data/Administrator/Personal_Information_in_Blackboard_Data
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Data privacy classification for EdTech platform*

Type Description
Direct identifier Direct identifier such as name, user name, user ID, device ID, IP address, email address, and similar 

Indirect identifier Indirect identifier DOB, gender, postal address and similar data fields

Organizational identifier Data fields that identify a specific organization such as client name, instance IDs

Government Identifier SSN, passport numbers and similar government-issued identifiers

Obfuscated identifier Direct/indirect identifiers that have been hashed or similarly obfuscated

Sensitive information Race/ethnicity, health/genetic, religion, disability, union, criminal etc.

Biometric information E.g. fingerprint, voice prints etc.
User activity Internet, network or application activity information, that includes browsing history, search history, and 

information regarding the use of our products

User content Files, assignments etc. uploaded/provided by user
Media file Audio, video and similar media recordings content (e.g. Collab recording, video feedback)

Free form Free form fields / data – likely to be considered PI
Device information Information on the device of the user (e.g. device, ID, browser, OS information etc.)

Geolocation data GPS, WiFi-based and other location (tracking) information 

Purchasing/advertising history If targeted advertising, information about ads that were displayed and clicked on etc. History of services 
purchased.

Payment/transaction data Card payments, other financial transactions
Other financial data Financial data E.g. financial aid data
Inferences data Inferences drawn from any of the information to create a profile about a consumer reflecting the 

consumer’s preferences, characteristics, psychological trends, predispositions, behavior, attitudes, 
intelligence, abilities, and aptitudes

* Draft version – work in progress
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